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pad for the key
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Find all possib

. Module-3
a. Illustrate the dynamic passwardtcheme based on challenge response.

b. Explain thbclock based and sequence numbers freshness mechanisms.

OR
a. Explain the stages in pr-dtsiol design and its challenges.

b. Illustrate Authenticatisn and Key establishment protocols.

Table : Ab$reviated Alphabet

Letter e ffi 'tu I k t S t
Binarv 000 @s3 010 0ll 100. ffl 110 111

le plaintext for each message and the cokesponding o
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With suitable'dffiarn, illustrate the key life cycle in key management.

Explain.#. hV storage risk factors
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Note: Answer any FIW full questions, chooiiig ONE full Questionffiln each modale.

b. Encrypt the message "V1€,ar0'all together" .. ,i

Using a double transp-oSition cipher with 4 rows and':4 bolumns, using the row Permutation
(1,2,3,4)---+(2,4, 1;r,3)'andthecolumnPermutatibn(1,2,3,4)'-+(2,4,1,3). (06Marks)

b. Explain the following :

i) Code book cipher iD Ciphers of the election of 1876.' (08 Marks)

" . Mgilltle-2
a. Elaborate girt{qdqy problem and corg,,,,,,,,,,,,,,Jate it with hash functidns. (06 Marks)

b. Justify that !ig# hash is fast and sEbdte, elaborating it_s working principle. (10 Marks)

'\. "3 r OR *"'."

a. Oiscffiifferent schemesffid in secret sharingovith special reference to key Escrow.

. 's **'..*;* !@s$.:d- (08 Marks)

b.*Ention the significarlpd$f generatingJp=I!&i random numbers, with special reference to
-"",ri1eias Hold'em Poker. (08 Marks)

111 101 110 101 .l1l 100
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I a. Illushate X.509 public key certificates. *qlb. Explain the Certificate Life Cycle. 
f' m
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OR
(08 Marks)

b. Explain the Certificate Life Cycle. { '$k&* 
(08 Marks)

10 a. Explain about Crypotography

security. { Xp #F (10 Marks)

ffiu. w

g a. Explain how crylprography is used ,rffiW & (06 Marks)
b. Discuss about SSL handshake protocol. 6il,'''" "y*h (06 Marks)
c. List the design issues in SSL. d%c+*' ffi (04 Marks)

"^:t'"r Bd

a. Explain about Crypotography rl* l{d"agnetic stripe cards.^ff (06 Marks)
b. Discuss in detail , Cryptogrygfffir home users with reffit=to File protection and Email
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